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Critical infrastructure: backbone of
the functioning of our societies
Critical infrastructure: essential for the day-to-day functioning of
our societies and economies
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Critical infrastructure policies are
confronted to a dynamic risk landscape
Multiple hazards and threats

Natural hazards, industrial
accidents, cyber threats,
security risks, hybrid

Interconnectedness and interdependencies

Global value chains,
transboundary infrastructure

High costs of disruptions
to critical infrastructure
The Paris floods case
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• Damages to CI represents 35% to 50% of total damages
• Business losses due to CI disruption represents 33% to 85% of total
losses
OECD (2014), OECD Review of Risk Management Policies – Resilience to Paris Seine Floods, OECD Publishing, Paris,

Infrastructure landscape is evolving too
• Digitalisation and hyperconnectivity
transforming infrastructure systems
• Ageing infrastructure
• Investment needs provide
opportunities for resilience
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Shifting from CI protection to resilience
Increased uncertainties in a dynamic risk landscape
Resilience built on a set of measures combining:
• System robustness, redundancies

 design phase

• Back-up capacities, rapid recovery

 operation phase

• Adaptability to changing conditions

 retrofitting

 Comprehensive policy across the life cycle of
critical infrastructure

Governance of critical infrastructure
resilience: multi-stakeholder field
• Infrastructure investment, development, ownership and
operations involve multiple stakeholders depending on the mode
of infrastructure delivery
• CI operators and owners – public and private - bear the primary
responsibility for protecting their assets and maintaining the
continuity of their services
• Government plays a pivotal role in
– setting risk or resilience levels
– ensuring oversight, regulation & infrastructure delivery
– investing in and operating CI
– using CI services

 Governance models required to balance relevant trade offs

OECD Recommendation on the Governance of
Critical Risks - 2014
Acknowledges the importance of critical infrastructure resilience
1. Develop fiscal and regulatory frameworks to
promote reserve capacity, diversification or back-up
systems
2. Strengthen the incorporation of risk management
decisions and security standards in CI
development and operations
3. Encourage critical infrastructure operators to
take steps to ensure business continuity
 Impact on the UN Sendai Framework for DRR - 2015
 SDG 9 on building resilient infrastructure - 2015
 G7 Ise-Shima Principles on Quality Infrastructure - 2016

Systems approach for critical
infrastructure resilience
Building blocks for CI resilience policies

 All-hazards and threats
 System-level
 Multi sectoral coordination
 Public-private cooperation
 Life cycle approach
 Entire risk management cycle
 Risk-based and layered approach
 Transboundary dimension
OECD-JRC Workshop on CI resilience–
24-25 Sept. 2018: http://oe.cd/critinf

Objective of the Policy Toolkit
• Aim to help governments design and implement CI
resilience policies through effective partnerships with
operators
• Proposes practical guidance, good practices and
benchmark indicators to:
– Identify critical infrastructure, map out interdependencies and
prioritise functions, systems, and assets for resilience investments
– Forge effective partnerships with operators to build trust, share
information and agree on a common vision and policy objectives.
– Share responsibilities to protect critical infrastructure assets and
ensure quick restoration of service.

Defining the terms to establish a
common ground
• Critical infrastructure are systems, assets, facilities and
networks that provide essential services for the
functioning of the economy and the well-being of the
population.
 31 definitions across countries identified in OECD Survey
 Inclusive but not prescriptive

• Resilience is the capacity of systems to absorb a
disturbance, recover from disruptions and adapt
to changing conditions while retaining essentially
the same function as prior to the shock

Assessing criticality, interdependencies and
vulnerabilities for a risk-based approach
1. Mapping interdependencies to
estimate the full impact of service
losses
2. Conducting a criticality assessment
based on impact criteria
3. Resilience analysis and stress tests
to identify weak points

Only 16% of OECD countries conduct interdependency mapping
UK Data and Analytics Facility
for National Infrastructure

Creating partnerships and
information-sharing mechanisms
Engaging CI operators in policy design to foster engagement
and build trust
• Sharing information on risks and vulnerabilities
– between government and operators
– between operators

• Building trust
– joint exercices
– networks and platforms

 Developing a common vision towards CI resilience with
shared objectives
 Australia’s Trusted Information Sharing Network (TISN)
 Canada’s collaborative Critical Infrastructure Gateway

What policy tools can governments use?
Finding the right combination
To increase efforts in critical infrastructure protection, plans
and investments in resilience, governments can rely upon:
• Regulation
• Incentives
• Public financing
• Peer-pressure

Decision-making criteria:
- Cost-benefit analysis
- Repercutions on costs of services
- Enforcement / compliance

Policy tools and mechanisms for increasing the
resilience of critical infrastructure
22 policy tools and mechanisms : voluntary versus mandatory frameworks
Resilience guidelines for critical infrastructure operators
Provision of hazards and threats information
Voluntary information-sharing mechanisms or platforms
Awareness raising activities and trainings
Sharing best practices
Inspections and performance assessments
Guidance for sub-national levels of government
Sectoral prescriptive regulations dedicated to CIP
Mandatory business continuity plans
Mandatory information-sharing mechanisms or platforms
Fostering the development/use of professional standards
Incentive mechanism to assess risks and vulnerabilities
Performance-based regulations on business continuity
Fines for non-compliance with resilience requirements
Public investments in infrastructure resilience
Reporting on operators resilience
Sectoral mutual aid agreements
Other types of penalties for non-compliance
Peer-reviews, monitoring and evaluation
Incentive mechanisms for investing in resilience
Ranking based on inspection / performance results
Mandatory insurance for critical infrastructure
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OECD Policy Toolkit on Critical Infrastructure
Resilience: 7 Governance challenges
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OECD Policy Toolkit on Critical Infrastructure
Resilience: 7 Governance challenges
1. Setting up a multi-sector governance structure for critical
infrastructure resilience
2. Understanding complex interdependencies and vulnerabilities
across infrastructure systems to prioritise resilience efforts
3. Establishing trust between government and operators by securing
risk-related information-sharing
4. Building partnerships to agree on a common vision and achievable
resilience objectives
5. Defining the policy mix to prioritise cost-effective resilience
measures across the life-cycle

6. Ensuring accountability and monitoring implementation of critical
infrastructure resilience policies
7. Addressing the transboundary dimension of infrastructure systems
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GOVERNANCE CHALLENGES
FOR CRITICAL
INFRASTRUCTURE RESILIENCE

1. Setting up a multi-sector governance structure for
critical infrastructure resilience

• Governments should adopt a whole-ofgovernment approach to critical infrastructure
resilience.
• Ideally, such governance would involve the
sectoral ministries and agencies overseeing
infrastructure delivery and regulation in the
multiple critical sectors, as well as those in charge
of resilience to all-hazards and threats.
• Coordination at the Center-of-Government would
allow to manage the interests of all stakeholders
and make the relevant trade-offs for effective
resilience policies.

2. Understanding complex interdependencies and
vulnerabilities across critical infrastructure systems
to prioritise resilience efforts

• Governments should adopt methodologies and
metrics to identify the critical functions, systems
and assets that should be prioritised for
investments in strengthening resilience.
• This requires a good understanding of how
disruptions can affect infrastructure assets and
where dependencies and interdependencies are
found that could amplify their impacts.
• Once priority nodes and hubs are identified
across interdependent systems, there is a need to
assess their resilience with relevant indicators
and to compare actual and expected results to
see where the gaps are.

3. Establishing trust between governments and
operators and securing information-sharing on risks
and vulnerabilities

• Governments should establish informationsharing platforms with operators of critical
infrastructure so that all relevant infrastructure
stakeholders obtain a comprehensive and shared
understanding of risks and vulnerabilities to
conduct resilience analysis.
• It is crucial to ensure that the design of these
platforms assures security and confidentiality of
information shared with clear rules of access to
allow a trusted sharing of sensitive information.

4. Building partnerships to agree on a common
vision and achievable resilience objectives

• Governments should partner with critical
infrastructure operators from the public and
the private sectors to agree on a common
resilience vision for critical infrastructure
nationwide and on shared and achievable
resilience objectives.
• Developing an understanding of public
expectations to potential loss of infrastructure
service can be a useful way to initiate
dialogue.

5. Defining the policy mix to prioritise cost-effective
resilience measures across the life-cycle

• Governments should define a mix of policy tools
to incentivize operators’ investments in resilience
and achieve shared resilience objectives.
• Such measures should address the entire
infrastructure life-cycle from planning to
operations, maintenance and renewal or
retrofitting.
• Government prioritisation of resilience measures
should be informed by cost-benefit analysis
taking into account repercussions on the cost of
service.

6. Ensuring accountability and monitoring
implementation of critical infrastructure resilience
policies

• Government should monitor implementation and
evaluate progress in attaining resilience objectives,
and define an accountability framework for critical
infrastructure operators.
• Reviewing the effectiveness of the resilience policy
tools should allow adjustments to a dynamic risk
landscape and infrastructure innovations while
taking into consideration the need for predictable
and stable regulatory frameworks conducive to
infrastructure investments.

7. Addressing the transboundary dimension of
infrastructure systems

• Government should coordinate national
critical infrastructure resilience policies with
neighbouring countries and beyond, to
address transboundary dependencies.
• International information-sharing mechanisms
should be set up to assess risks and
vulnerabilities across borders as well as to
develop common approaches for critical
infrastructure resilience.
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